
2017/18 

INTERNAL AUDIT ANNUAL REPORT 
AND ANNUAL  
STATEMENT OF ASSURANCE 

OXFORD CITY COUNCIL 

225

Agenda Item 8



2 

CONTENTS 

Page 

Executive Summary 3 

Review of 2017-18 work 4 

Summary of Findings 9 

Added Value 10 

Background to annual opinion 11 

Operational Plan - Progress 14 

Key Performance Measures 15 

Appendices: 

I - Opinion and recommendation 
significance definitions 17 

226



3 

EXECUTIVE SUMMARY 

Internal Audit 2017/18 

This report details the work undertaken by internal audit 
for Oxford City Council and provides an overview of the 
effectiveness of the controls in place for 2017-18. The 
following reports have been issued for the period 1 April 
2017 to 31 March 2018: 

 

 

 

 

 

 

 

 

 

 

 

 

 

We have detailed the opinions of each report and key 
findings on pages four to 9. Our internal audit work for the 
12 month period from 1 April 2017 to 31 March 2018 was 
carried out in accordance with the internal audit plan 
approved by management and the Audit Committee. The 
plan was based upon discussions held with management and 
was constructed in such a way as to gain a level of 
assurance on the main financial and management systems 
reviewed. There were no restrictions placed upon the 
scope of our audit and our work complied with Public 
Sector Internal Audit Standards. The whole plan has been 
completed with the agreement of the Audit and 
Governance Committee with exception to Budget 
Management and Income Generation which is being 
finalised. 

Head of Internal Audit Opinion 

The role of internal audit is to provide an opinion to the 
Board, through the Audit Committee (AC), on the adequacy 
and effectiveness of the internal control system to ensure 
the achievement of the organisation’s objectives in the 
areas reviewed. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The annual report from internal audit provides an overall 
opinion on the adequacy and effectiveness of the 
organisation’s risk management, control and governance 
processes, within the scope of work undertaken by our firm 
as outsourced providers of the internal audit service. It also 
summarises the activities of internal audit for the period. 

 

 
Audit 1. Car Parking Audit 11. Cyber Crime 
Audit 2. Accounts Payable 
 

Audit 12. GDPR 

Audit 3. Payroll and TUPE 
 

Audit 13. Recruitment and 
Retention 

Audit 5. Income Generation 
(non-Direct Services) - 
DRAFT 
 

Audit 14. Fusion Partnership 
Arrangements 

Audit 6. Payment Card 
Industry Data Security 
Standard (PCIDSS) 
 

Audit 16. Companies Review 

Audit 7. Freedom of 
Information 
 

Audit 17. Housing Rents 

Audit 8. Counter Fraud 
Review 
 

Audit 18. Disabled Facilities 
Grant 

Audit 9. Budget Setting and 
Monitoring  
 

Audit 19. Benefits Team Plan 
Comparison  

Audit 10. Council Tax and 
Business Rates 
 

Audit 20. Cash Handling 

Audit 21. Capital Pooling Return 

Opinion 

The basis for forming my opinion is as follows:  
• An assessment of the design and operation of the 

underpinning risk management 
arrangements and supporting processes. 

• An assessment of the range of individual opinions 
arising from risk 
based audit assignments contained within internal
 audit risk 
based plans that have been reported throughout   
the period. This assessment has taken account of  
the  relative materiality of these areas and          
management’s progress in respect of addressing   
control weaknesses. 

• Any reliance that is being placed upon third party 
assurances.  

 
Overall, we are able to provide moderate assurance 
that there is a sound system of internal control, 
designed to meet the Council’s  objectives and that 
controls are being applied consistently. In forming 
our view we have taken into account that: 

• There has been a decrease in the number of 
Limited Opinions for control effectiveness and 
design. Key financial audits received at least 
moderate assurance and the only part limited 
audit related to cyber security. The number of 
high recommendations has decreased too 

• The Council has achieved their budget for 2017-
18 and has plans in place to ensure that the 
budget gap is addressed in future years. The 
Council has recognised the reduction of 
government funding in their future financial plans 

• However, it should be noted that implementation 
of recommendations, whilst it has improved, could 
be more timely, with some still receiving multiple 
revised dates. 
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REVIEW OF 2017/18 WORK 
Reports  
Issued 

  

Recommendations 
and significance 

Overall Report 
Conclusions  

(see Appendix I) 
Summary of Key Findings / Recommendations 

H M L Design Operational 
Effectiveness   

Audit 1. Car 
Parking 0 1 2 Substantial  Moderate  

A substantial design of controls to manage the daily 
operations of the Council’s parking was identified. 
However, further work can be conducted in the 
following areas: 

• The Council should utilise greater data analysis in 
their decision making process to direct 
Enforcement Officers to locations to generate 
more income.  

Audit 2. 
Accounts 
Payable 

0 2 3 Moderate Moderate 

No significant instances of non-compliance of controls 
in place were identified. However, the following areas 
of improvement were noted: 
 
• Procurement card transaction are not reviewed and 

approved in a timely manner and the Payment 
Officer has limited ability to monitor procurement 
card transactions. 

• There are no segregation of duties identified within 
Servitor/Key2 system. 

Audit 3. 
Payroll and 

TUPE 
0 3 0 Moderate Moderate 

There were some weaknesses identified in both the 
design and the operation of the controls, relating to 
the authorisation and accuracy of forms, out of date 
guidance and a lack of separation of duties . 
 
• Not all starter, leaver and variation forms as well 

as overtime forms were signed/authorised by the 
relevant staff with some disparities between what 
the forms detail and the information on iTrent. 

• There is a lack of separation of duties with regards 
to the production and sign-off of the pay run each 
month. 

• The current Payroll Processing Guide was last 
updated in November 2015 and includes out of date 
information. 

Audit 5. 
Income 

Generation 
 

(Draft) 

0 4 1 
Audit has not reported a 

level of assurance for this 
engagement.  

• A detailed tracker should be prepared by the 
Counter Fraud Team to show working progress of 
each contract/project, with income invoiced and 
actual cost incurred specified. 

• Pre-application advice fees should be reviewed for 
18/19.  

• As legal income has been decreased significantly 
since 2013, potential income generating options 
should be evaluated again and best practice from 
comparative local authorities should be considered 
by the Council.  

• A detailed capacity and resources analysis should 
be carried out in the HR and procurement 
departments. 

Audit 6. 
Payment Card 
Industry Data 

Security 
Standard 
(PCIDSS) 

To be completed in 2018/19 due to new PCIDSS requirements coming in. 
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REVIEW OF 2017/18 WORK 
Reports  
Issued 

  

Recommendations 
and significance 

Overall Report 
Conclusions  

(see Appendix I) 
Summary of Key Findings / Recommendations 

H M L Design Operational 
Effectiveness   

Audit 7. 
Freedom of 
Information 

0 4 2 Moderate Moderate 

Whilst there are strengths present, there is a lack of 
effective staff resiliency arrangements and 
inconsistent approaches within each service area to 
process FOI requests, contributing to delays in dealing 
with FOI requests. 

Audit 8. 
Counter Fraud 

Review  
0 2 3 Moderate Substantial  

The design of counter fraud arrangements are 
generally robust, particularly around safeguarding the 
key asset of housing stock. As it continues to grow and 
expand, particularly in its commercial operations, the 
Investigation Service should reflect on how it plans to 
manage staff and technology in order to keep pace 
with increasing demand, whilst still maintaining its 
objectives for customer focus and financial delivery. 
Additionally, an up to date Fraud Risk Assessment for 
key departments across Oxford City Council is due. 

Audit 9. 
 Budget Setting 
and Monitoring  

 

This audit is still in progress and will be reported to the next Audit Committee 

Audit 10.  
Council Tax 
and Business 

Rates  

0 2 1 Substantial  Moderate  

The Council has a very strong control environment in 
place with regard to the  recording , billing  and 
chasing of council tax and business rates charges, 
derived from the use of the Academy system and 
regular reconciliations and reporting. However, 
weaknesses were identified around the reconciliation 
process, and the inconsistent use of notepad within 
the Academy system by contact centre staff, which 
indicates  small room for improvement in the 
operating effectiveness of these controls.  

Audit 11. 
Cyber Crime 1 6 1 Moderate Limited  

ICT, in conjunction with SCC, have taken appropriate 
action to design appropriate controls to protect the 
Council’s information assets from a cyber- 
attack. However, weaknesses were identified in the 
operational efficacy of these controls that, if 
exploited, could result in a breach occurring: 
 
• The Information Security policy does not include all 
relevant information and is not reflective of existing 
arrangements. 
• The Information Asset Register was found to be 
incomplete. 
• Members of staff are not provided with adequate 
information and cyber security training. 
• SCC has not provided the Council with sufficient 
assurances as to the efficacy of its network perimeter 
security controls and the Council does not have the 
ability to review the configuration and operation of its 
firewall ruleset. The Council has now  initiated 
conversations with SCC on this matter.  
• A disproportionately high number of members of 
staff have been granted domain administrator 
permissions. The Council has commenced a review of  
domain administrator rights and has asked SCC to 
clarify the need for these accounts going forward. 
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REVIEW OF 2017/18 WORK 
Reports  
Issued 

  

Recommendations 
and significance 

Overall Report 
Conclusions  

(see Appendix I) 
Summary of Key Findings / Recommendations 

H M L Design Operational 
Effectiveness   

Audit 12. 
GDPR 0 1 1 Moderate Moderate 

Management should put in place a defined and 
complete procedure for performing privacy impact 
assessments (PIAs). There should be a requirement  for 
a privacy impact assessment policy to cover the 
purpose of PIA, responsibilities of the staff, process 
for performing a PIA, assessment of the risks to the 
rights of the individuals affected, measures envisaged 
to address the risks and demonstrate compliance with 
GDPR, assessments of the necessity and 
proportionality of the data processing, Privacy Impact 
Assessment Template to record the PIA outcomes. 

The Council should also assess its existing ways of 
working and, where necessary, make changes so that 
they comply with the principle of Privacy by Design.  

Audit 13. 
Recruitment 

and Retention  
0 5 1 Moderate Moderate 

The following areas of improvement were noted: 
• Finalise a paper currently in draft which sets out 

future monitoring arrangements for recruitment 
performance indicators and key challenges/actions 
to be undertaken by the HR Team  

• There are no guidelines on expected timeframes 
for each stage of the recruitment process along 
with insufficient focus on Hiring Managers who do 
not recruit often  

• No trend analysis has been carried out in the HR 
team, to help decrease agency expenditure  

• No Retention Strategy has been established in the 
Council, and no effective method is employed to 
learn from the reason for leavers  

• The Council do not currently integrate the use of 
Social Media effectively into the majority of 
recruitment campaigns 

Audit 14. 
Fusion 

Partnership 
Arrangements  

0 3 1 Moderate Moderate 

Further work can be conducted in the following areas: 
• Fusion General Managers for each site need to set 

up regular Customer Panel Meetings at least on a 
quarterly basis to achieve the right level of 
customer engagement.  They need to also be 
invited to the Partnership Board Meeting.  

• Despite numerous requests the Council do not have 
read-only access to the Performance Scorecard. 

• The Risk Analysis document is not discussed 
collaboratively between Fusion and the Council.  
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REVIEW OF 2017/18 WORK 
Reports  
Issued 

  

Recommendations 
and significance 

Overall Report 
Conclusions  

(see Appendix I) 
Summary of Key Findings / Recommendations 

H M L Design Operational 
Effectiveness   

Audit 16. 
Companies 

Review 
0 8 4 

Audit has not reported a 
level of assurance for this 

review.  
 

Whilst the Council is at a good position at this point in 
time, the audit raised a number of actions the Council 
could take to strengthen assurance it will get a return 
on its investment. These include but are not limited 
to: 
• Updating the joint Business Plan to provide a more 

accurate picture of the dividend receivable from  
Oxford Direct Services Ltd and Oxford Direct 
Services Trading Ltd over the next five years.  

• Provide a more granular breakdown around income 
and costs associated to facilitate ongoing 
shareholder challenge of how the companies are 
performing against plan.  

• Updating the Business Plan of Oxford City Housing 
Ltd in time for the start of the next financial year 
to reflect the work the company has undertaken. 

• Monitoring the turnover sources received by Oxford 
Direct Services Ltd to ensure that remedial action 
is taken if the company looks set to breach its 
Teckal threshold. 

• Completing SLAs for support services between the 
Council and Oxford City Housing Ltd as a matter of 
priority. 

• Reviewing all SLAs between the Council and Oxford 
City Housing Ltd to ensure compliance with 
transfer pricing regulations and consistency with 
support services charged to Oxford Direct Services 
Ltd  

• Prepare and agree a set of templates each 
company will use to report performance  

• Confirm the quantum of set-up costs which Oxford 
Direct Services Ltd and Oxford Direct Services 
Trading Ltd will be responsible for, and  how these 
will be financed.  

• Explicitly state the quantum and phasing of returns 
required to meet the Council’s MTFP commitments 
in the Business Plans of Oxford Direct Services and 
Oxford Direct Services Trading Ltd. 

• Agree a position on whether an order book loan is 
required between the Council and Oxford Direct 
Services Ltd. 

Audit 17. 
Housing Rents 0 1 1 Substantial Moderate 

Whilst rent arrears were identified and adequately 
underwent the debt recovery escalation process from 
seven day reminder letter to court proceedings, three 
out of five cases were not monitored effectively post 
case proceedings with two of the cases leading to 
payments not being made. The Council should ensure 
it monitors rent accounts that have been susceptible 
to court proceedings. 

Audit 18. 
Disabled 

Facilities Grant 

This was a grant certification of DFG funding the Council receive from the County. No issues were identified 
and the claim signed off without any errors to report 

Audit 19. 
Benefits Team 

Plan 
Comparison  

This was a short exercise to provide benchmarking information on how the benefits team action plan 
compared to other Councils – benchmarking was shared with the Council 
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REVIEW OF 2017/18 WORK 
Reports  
Issued 

  

Recommendations 
and significance 

Overall Report 
Conclusions  

(see Appendix I) 
Summary of Key Findings / Recommendations 

H M L Design Operational 
Effectiveness   

Audit 20. Cash 
Handling  0 2 1 Moderate Moderate 

The following areas of improvement were noted: 
• Cash and cheques are not held securely by all 

service lines. 
• There are no procedure notes detailing the process 

for depositing cash with finance, leading to 
inconsistencies in practice across the service lines. 

Audit 21. 
Capital Pooling 

Return  

This is a mandatory annual return the Council complete to declare the receipts from capital assets sold 
during the year.  This was certified and submitted without any errors to report. 

TOTAL 1 44 22 
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SUMMARY OF FINDINGS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

RECOMMENDATIONS AND ASSURANCE DASHBOARD 

 

 

The number of recommendations raised and their significance over  2016-17 and 2017-18 are set out below:   
 

2016/17 2017/18  

In 2017-18 we raised a total of 67 recommendations as compared to 65 in 2016-17 but the number of high priority 
recommendations fell from 15 to 1.  

We also provide an overall opinion on both the design and operational effectiveness of the controls operating over 
the areas we review when we are providing assurance.  The assurance levels given during 2016-17 and 2017-18 are 
set out below, showing an improved position in 2017/18.:  

 
CONTROL DESIGN  

CONTROL EFFECTIVENESS  

15 

40 

10 
High

Medium

Low

1 

6 

2 

7 

Substantial

Moderate

Limited

N/A

1 
4 

4 

7 

Substantial

Moderate

Limited

N/A

1 

44 

22 High

Medium

Low

3 

9 0 

7 

Substantial

Moderate

Limited

N/A

1 

10 
1 

7 

Substantial

Moderate

Limited

N/A
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ADDED VALUE 
How we have added value during the year 

 

 

ON-SITE PRESENCE - We have ensured there is a strong on-site 
presence with almost all terms of reference and closing meetings being held face-to-
face. The Internal Audit Manager has met all Executive Directors and Heads of Service 
and understood their views of risks and challenges facing the Council as part of the 
annual risk assessment process. 

BENEFITS BENCHMARKING - We conducted a benchmarking 
exercise comparing the benefits action plan to other Councils identifying 
areas for improvement.  We also continue via our reports issue benchmarking 
or best practice information in our appendices where applicable. This has 
included identifying options for raising income from charges for some 
services. 

CUSTOMER VIEW – We took a new approach with some reviews to 
get closer to the customer position. For example with Car Parking we drove 
around the City parking against regulation to see how enforcement worked 
first hand.  With Freedom of Information we raised bogus FOI claims to see 
how we were communicated with     
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BACKGROUND TO ANNUAL OPINION 
Introduction 

Our role as internal auditors to Oxford City Council is to 
provide an opinion to the Board, through the Audit 
Committee (AC), on the adequacy and effectiveness of the 
internal control system to ensure the achievement of the 
organisation’s objectives in the areas reviewed. Our 
approach, as set out in the firm’s Internal Audit Manual, is 
to help the organisation accomplish its objectives by 
bringing a systematic, disciplined approach to evaluate and 
improve the effectiveness of risk management, control and 
governance processes. 

Our internal audit work for the 12 month period from 1 
April 2017 to 31 March 2018 was carried out in accordance 
with the internal audit plan approved by management and 
the Audit Committee, adjusted during the year for any 
emerging risk issues. The plan was based upon discussions 
held with management and was constructed in such a way 
as to gain a level of assurance on the main financial and 
management systems reviewed. There were no restrictions 
placed upon the scope of our audit and our work complied 
with Public Sector Internal Audit Standards.  

The annual report from internal audit provides an overall 
opinion on the adequacy and effectiveness of the 
organisation’s risk management, control and governance 
processes, within the scope of work undertaken by our 
firm as outsourced providers of the internal audit 
service. It also summarises the activities of internal audit 
for the period. 

Scope and approach 

Audit Approach 

We have reviewed the control policies and procedures 
employed by Oxford City Council to manage risks in 
business areas identified by management set out in the 
2017-18 Internal Audit Annual Plan approved by the 
Audit Committee.  This report is made solely in relation 
to those business areas and risks reviewed in the year 
and does not relate to any of the other operations of the 
organisation. Our approach complies with best 
professional practice, in particular, Public Sector 
Internal Audit Standards, the Chartered Institute of 
Internal Auditors’ Position Statement on Risk Based 
Internal Auditing.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

We discharge our role, as detailed within the audit planning 
documents agreed with Oxford City Council management 
for each review, by: 

• Considering the risks that have been identified by 
management as being associated with the processes 
under review 

• Reviewing the written policies and procedures and 
holding discussions with management to identify process 
controls 

• Evaluating the risk management activities and controls 
established by management to address the risks it is 
seeking to manage 

• Performing walkthrough tests to determine whether the 
expected risk management activities and controls are in 
place 

• Performing compliance tests (where appropriate) to 
determine that the risk management activities and 
controls have operated as expected during the period. 
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BACKGROUND TO ANNUAL OPINION 
The opinion provided on page 3 of this report is based on 
historical information and the projection of any 
information or conclusions contained in our opinion to any 
future periods is subject to the risk that changes may alter 
its validity. 

Coverage 

During 2017-18 BDO LLP has reviewed and evaluated Oxford 
City Council processes in the following areas: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Reporting mechanisms and practices 

Our initial draft reports are sent to the key officer 
responsible for the area under review in order to gather 
management responses.  In every instance there is an 
opportunity to discuss the draft report in detail.  
Therefore, any issues or concerns can be discussed with 
management before finalisation of the reports. 

Our method of operating with the Audit Committee is to 
agree reports with management and then present and 
discuss the matters arising at the Audit Committee 
meetings. 

Management action on our recommendations  

Management have generally been conscientious in 
reviewing and commenting on our reports.  For the reports 
which have been finalised, management have responded 
positively. The responses indicate that appropriate steps to 
implement our recommendations are expected. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Recommendation follow-up  

Implementation of recommendations is a key determinant 
of our annual opinion.  If recommendations are not 
implemented in a timely manner then weaknesses in 
control and governance frameworks will remain in place.  
Furthermore, an unwillingness or inability to implement 
recommendations reflects poorly on management’s 
commitment to the maintenance of a robust control 
environment. 

During the year the implementation of recommendations 
has been reasonable with some weaknesses consistently 
reoccurring.  The weaknesses are around target dates 
regularly being missed and rescheduled.  The Council are 
working closely with Internal Audit to improve this position 
through setting more realistic dates in the first place and 
holding those to account where delays persist Relationship 
with external audit 

All our final reports are available to the external auditors 
through the Audit Committee papers and are available on 
request. Our files are also available to external audit 
should they wish to review working papers to place reliance 
on the work of internal audit. 

Audit 1. Car Parking Audit 11. Cyber Crime 
Audit 2. Accounts Payable 
 

Audit 12. GDPR 

Audit 3. Payroll and TUPE 
 

Audit 13. Recruitment and 
Retention 

Audit 5. Income Generation 
(non-Direct Services) - 
DRAFT 
 

Audit 14. Fusion Partnership 
Arrangements 

Audit 6. Payment Card 
Industry Data Security 
Standard (PCIDSS) 
 

Audit 16. Companies Review 

Audit 7. Freedom of 
Information 
 

Audit 17. Housing Rents 

Audit 8. Counter Fraud 
Review 
 

Audit 18. Disabled Facilities 
Grant 

Audit 9. Budget Setting and 
Monitoring  
 

Audit 19. Benefits Team Plan 
Comparison  

Audit 10. Council Tax and 
Business Rates 
 

Audit 20. Cash Handling 

Audit 21. Capital Pooling Return 
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BACKGROUND TO ANNUAL OPINION 
Report by BDO LLP to Oxford City Council  

As the internal auditors of Oxford City Council we are 
required to provide the Audit and Governance Committee, 
and Section 151 with an opinion on the adequacy and 
effectiveness of risk management, governance and internal 
control processes, as well as arrangements to promote 
value for money. 

In giving our opinion it should be noted that assurance can 
never be absolute.  The internal audit service provides 
Oxford City Council with moderate assurance that there are 
no major weaknesses in the internal control system for the 
areas reviewed in 2017-18. Therefore, the statement of 
assurance is not a guarantee that all aspects of the internal 
control system are adequate and effective.  The statement 
of assurance should confirm that, based on the evidence of 
the audits conducted, there are no signs of material 
weaknesses from the work we have performed in the 
framework of control. 

In assessing the level of assurance to be given, we have 
taken into account: 

• All internal audits undertaken by BDO LLP during 2017-
18 

• Any follow-up action taken in respect of audits from 
previous periods for these audit areas 

• Whether any significant recommendations have not 
been accepted by management and the consequent risks  

• The effects of any significant changes in the 
organisation’s objectives or systems 

• Matters arising from previous internal audit reports to 
Oxford City Council 

• Any limitations which may have been placed on the 
scope of internal audit – no restrictions were placed on 
our work 

237



14 

KEY PERFORMANCE INDICATORS 
Quality Assurance  Detail on KPI’s RAG Rating 2017-18 

• High quality documents produced by the 
auditor that are clear and concise and contain 
all the information requested.   

We have not received negative feedback 
about the quality of reports.   No issues to report 

• Frequent communication to the customer of 
the latest mandatory audit standards and 
professional standards prescribed by the main 
accountancy bodies.  

Via bi-weekly emails to management we 
share latest updates 

When WannaCry hit the 
UK we shared guidance 
on how Council’s should 
react 

Reporting Arrangements 

• The auditor attends the necessary, meetings 
as agreed between the parties at the start of 
the contract 

All meetings attended including Audit 
Committee meetings, pre-meetings, 
individual audit meetings and contract 
reviews.  

Meetings all took place 

• Information is presented in the format 
requested by the customer.   No requests to change the BDO format.  No issues to report 

Audit Protocol 

• Customer satisfaction reports – overall score 
at average at least 3.5 / 5  for surveys issued 
at the end of each audit.  

Average client satisfaction received 
year to date is 4/5 however, further 
surveys will be obtained to validate 
this.  We will also be surveying 
Committee Members in September 2018 

Feedback has been 
strong however, further 
efforts will be made to 
receive survey 
feedback 

• Annual survey to Audit Committee to achieve 
score of at least 70% 

Annual satisfaction survey results 
returned a net promoter score of 90%.  

N/A – this is planned for 
September 2018 

• External audit can rely on the work 
undertaken by internal audit (where planned) 

Relationships with External Audit are 
good and we share our views/thoughts 
with them regularly 

No issues to raise 

• Annual Audit Plan delivered in line with 
timetable 
 

• Actual days are in accordance with Annual 
Audit Plan 

Planned number of audit days in line 
with those agreed with Audit 
Committee.  

The Budget 
Management audit was 
not completed on time.  
This will be rectified 
and improved for the 
year ahead 
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KEY PERFORMANCE INDICATORS 
Delivery Detail on KPI’s RAG Rating 2017-18 

• Draft report to be produced 3 weeks after the 
end of the fieldwork 

Based on one report issued to 
management to date, this was issued in 
less than three weeks after the end of 
the fieldwork. 

This has been met 95% 
throughout the year.  

There have been some 
audits which took 
longer i.e. budget 
management and 

income generation 
however, overall 
feedback is good 

• Management to respond to internal audit 
reports within 3 weeks 

Management responses have been 
received within the agreed timescales 

With exception to the 
Companies Review. 

However, this has been 
rated Green 

  

• Final report to be produced 1 week after 
management responses 

All final reports have been issued 
within one week of receipt of 
management response.  

No issues to report 

• 90 % recommendations to be accepted by 
management  

All recommendations raised in 2017/18 
have been accepted by management. 

This has taken place 
with only a small 
number partially 

accepted 

• At least 60% input from qualified staff All audits have been led by a qualified 
senior auditor.  

Same personnel have 
been deployed which 

meets this target 

 
• Positive result from any external review 

 

Following an External Quality 
Assessment by the Institute of Internal 
Auditors in April 2015, BDO were found 
to ‘generally conform’ (the highest 
rating) to the International 
Professional Practice Framework  and 
Public Sector Internal Audit Standards.  

No issues to report 
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APPENDIX 1 
OPINION AND RECOMMENDATION SIGNIFICANCE DEFINITION 

LEVEL OF 
ASSURANCE 

DESIGN of internal control framework OPERATIONAL EFFECTIVENESS of internal controls 

Findings from 
review 

Design Opinion Findings from review Effectiveness Opinion 

Substantial Appropriate 
procedures and 
controls in place to 
mitigate the key 
risks. 

There is a sound system 
of internal control 
designed to achieve 
system objectives. 

No, or only minor, 
exceptions found in 
testing of the procedures 
and controls. 

The controls that are in 
place are being 
consistently applied. 

 

Moderate In the main there are 
appropriate 
procedures and 
controls in place to 
mitigate the key risks 
reviewed albeit with 
some that are not 
fully effective. 

Generally a sound 
system of internal 
control designed to 
achieve system 
objectives with some 
exceptions. 

A small number of 
exceptions found in 
testing of the procedures 
and controls. 

 

Evidence of non 
compliance with some 
controls, that may put 
some of the system 
objectives at risk.  
 

Limited A number of 
significant gaps 
identified in the 
procedures and 
controls in key areas. 
Where practical, 
efforts should be 
made to address in-
year. 

System of internal 
controls is weakened 
with system objectives 
at risk of not being 
achieved. 

A number of reoccurring 
exceptions found in 
testing of the procedures 
and controls. Where 
practical, efforts should 
be made to address in-
year. 

Non-compliance with 
key procedures and 
controls places the 
system objectives at 
risk. 

No For all risk areas 
there are significant 
gaps in the 
procedures and 
controls. Failure to 
address in-year 
affects the quality of 
the organisation’s 
overall internal 
control framework. 

Poor system of internal 
control. 

Due to absence of 
effective controls and 
procedures, no reliance 
can be placed on their 
operation. Failure to 
address in-year affects 
the quality of the 
organisation’s overall 
internal control 
framework. 

Non compliance and/or 
compliance with 
inadequate controls. 

 

RECOMMENDATION SIGNIFICANCE 

High A weakness where there is substantial risk of loss, fraud, impropriety, poor value for money, or failure to 
achieve organisational objectives. Such risk could lead to an adverse impact on the business. Remedial action 
must be taken urgently. 

Mediu
m 

A weakness in control which, although not fundamental, relates to shortcomings which expose individual 
business systems to a less immediate level of threatening risk or poor value for money. Such a risk could 
impact on operational objectives and should be of concern to senior management and requires prompt 
specific action. 

Low Areas that individually have no significant impact, but where management would benefit from improved 
controls and/or have the opportunity to achieve greater effectiveness and/or efficiency. 
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FOR MORE INFORMATION: This is carefully prepared, but it has been written in general 
terms and should be seen as containing broad statements only. 
This publication should not be used or relied upon to cover 
specific situations and you should not act, or refrain from acting, 
upon the information contained in this publication without 
obtaining specific professional advice. Please contact Greg Rubins 
to discuss these matters in the context of your particular 
circumstances. BDO LLP, its partners, employees and agents do 
not accept or assume any responsibility or duty of care in respect 
of any use of or reliance on this publication, and will deny any 
liability for any loss arising from any action taken or not taken or 
decision made by anyone in reliance on this publication or any 
part of it. Any use of this publication or reliance on it for any 
purpose or in any context is therefore at your own risk, without 
any right of recourse against BDO LLP or any of its partners, 
employees or agents. 

BDO LLP, a UK limited liability partnership registered in England 
and Wales under number OC305127, is a member of BDO 
International Limited, a UK company limited by guarantee, and 
forms part of the international BDO network of independent 
member firms. A list of members' names is open to inspection at 
our registered office, 55 Baker Street, London W1U 7EU. BDO LLP 
is authorised and regulated by the Financial Conduct Authority to 
conduct investment business. 

BDO is the brand name for the BDO network and for each of the 
BDO Member Firms. 

Copyright ©2016 BDO LLP. All rights reserved. 

www.bdo.co.uk 

 

GREG RUBINS 

Partner, Public Sector 

0238 088 1892 (DDI) 

Mobile: 07710 703441 

greg.rubins@bdo.co.uk  
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